I. Introduction
===============

In Indonesia, the National Health Insurance (NHI) program enables patients to begin receiving treatment at healthcare facilities, with the result that most healthcare facilities in Indonesia are now receiving an increasing number of patients. The NHI is a tiered referral system for vertical and horizontal referrals. Vertical-tiered reference is initiated by first level healthcare facilities (FKTP) and then proceeds to the advanced healthcare facility of advanced referral (FKRTL), whereas for horizontal referrals, the case is the reverse; the referral process starts from FKRTL and goes to the FKTP. A horizontal reference occurs when a patient is referred to another healthcare facility at the same level. In addition to patient referrals, the Ministry of Health (MoH) also sets standards for specimen referrals to healthcare facilities that have limited health equipment for checking specimens; in such cases, the specimens can be referred to healthcare facilities at the next higher level or at the same level. In addition, if a healthcare facility lacks medical experts, a referral of experts may be performed whereby the healthcare facility may apply for licenses to the health service and healthcare facilities that have available experts and as required by the healthcare facility in need. Further, the main basis for the development of the health referral information system (HRIS) refers to Regulation of the Health Minister Number 001 of 2012 and the National Reference Guideline of the Ministry of Health Republic of Indonesia.

As one example of highly complex organizations, healthcare facilities in Indonesia make use of a variety of application software programs to handle the number of patients who seek treatment and facilitate the referral process. However, because current applications have not been able to meet the needs of the process required for referrals, a single healthcare facility may use many applications in the referral process. This condition lengthens the time required for referral-related health services provided by healthcare facilities. The number of existing referral applications is increasing because the health regulator does not apply strategic planning to information system (IS)/information technology (IT) or standard data reference, and there is no comprehensive IS/IT policy in application development in healthcare facilities. Consequently, the regulator and healthcare facilities are forced to develop their respective applications in accordance with the needs of each healthcare facility.

In developing integrated referral applications, comprehensive application development planning can be facilitated by the development of enterprise architecture (EA) applications (IS/IT strategic planning) and data dictionary applications (data governance) \[[@B1]\]. EA can help healthcare facilities to overcome the complexity of the processes of healthcare facilities \[[@B1][@B2][@B3][@B4][@B5]\]. According to Kettinger et al. \[[@B6]\], the main purpose of EA is to help organizations share a common understanding within organizations and create a shared vision to align business areas with support areas and IT. A commonly used reference framework for describing EA is the Open Group Architecture Framework (TOGAF). Haghighathoseini et al. \[[@B7]\] described how an EA developed with TOGAF can be used for hospitals. In \[[@B1]\], an exploratory and empirical study applied EA principles to hospitals in Portugal. Rijo et al. \[[@B1]\] investigated the role of EA in healthcare organizations and suggested a better framework for creating an integrated EA health information model.

EA is one approach that can be used for planning, designing, and managing information systems. EA is a representation of high-level views of enterprise business processes and IT systems, their relevance, and the extent to which these processes and systems are shared by various parts of the company \[[@B8]\]. EA describes a long-term plan for developing a system or set of systems. The main concept of EA is to describe the target architecture based on the shared vision of the organization for IT development in the future. In addition, the roadmap to be followed from the current architecture to the proposed architecture can be more easily understood in the presence of EA. According to Rijo et al. \[[@B1]\], EA attempts to address two major problems: (1) organizational complexity and (2) the value of investments in information and communication technology. EA can also assist organizations in creating alignment between business and IT activities, creating a unified and standardized IT environment across organizational units, reusing existing IT assets, and sharing common methods for project management and software development across the organization.

EA implementation requires a method or framework that can be used in the development of the EA so that it can manage complex systems and align business and IT for investment. TOGAF is one of the EA frameworks that is most frequently used by organizations because it provides a comprehensive approach to planning, designing, implementing, and managing information architecture in an organization. The TOGAF was developed in 1995 and has advantages due to its flexibility, open-source structure, and systematic nature, focusing on implementation and process cycles. Before defining the architecture in TOGAF, we should define problems and the architecture\'s scope, and identify stakeholders and architecture principles \[[@B9]\]. A company\'s architecture in TOGAF includes the following four categories \[[@B9]\]:

\(1\) Business Architecture: Describes how the business process can achieve organizational goals. Business architecture can be modeled using a flowchart, unified modeling language (UML), or other modeling methods.

\(2\) Application Architecture: Describes how an application is designed and how it interacts with other applications.

\(3\) Data Architecture: Describes how a company handles the storage, management, and access of data.

\(4\) Technology Architecture: A description of the hardware, software, and network infrastructure that supports the application and how those infrastructures interact.

Due to the large number of healthcare facilities that do not have good IS/IT planning for the development of health referral systems and still focus on current health referral systems in the individual healthcare (IHC), this study covered the development of EA on tiered referrals within the IHC. This architecture was developed with reference to the TOGAF 9.1. The results of this study will be useful for regulators and healthcare facilities in conducting comprehensive planning in the development of an integrated referral system. It is hoped that comprehensive planning can then facilitate the standardization of health data between regulators and healthcare facilities.

The remainder of this paper is organized as follows. Sections II and III discuss the research methods and the associated EA outcomes that have been developed. Then, discussions and conclusions are provided in Section IV.

II. Methods
===========

This research was a qualitative study that used the interview and observation method of the Primary Health Care Information System (SIMPUS) application developed by the Agency for Assessment and Application of Technology (BPPT). The interviews were conducted at the South Tangerang City Government Health Office. Regarding the ethics of this study, we obtained approval from the BPPT by letter (No. B.065/BJIK/KP 05.08/08/2018). In addition, the South Tangerang City Government Agency was chosen because the Health Office is planning to develop a referral system that is integrated with SIMPUS, which is used by most primary healthcare providers (Puskesmas) in the Tangerang Selatan area.

Five employees with the Tangsel City Health Office as a main resource were interviewed, namely, the head of the Health Resources Section, the head of Health Services, the section head of Primary Services, the Reference section head, and an IT staff member of the Health Resources Section. Those individuals were selected because they are responsible for developing the HRIS in the Tangsel City. The interviews were conducted in a structured manner through a list of questions for 30 minutes to one hour at the Tangsel City Health Office. The list of questions was prepared prior to the interviews and are related to (1) problems in implementing a health referral system to define the future architecture principles; (2) health referral system regulations and business processes for developing a business architecture; (3) application features and its architecture that have been implemented and future recommendations that should be implemented in the health referral system to develop the application and technology architecture. The results of the interviews were recorded, summarized, codified, synthesized, and analyzed to develop a health referral system architecture.

The development of the EA for the HRIS with reference to the TOGAF 9.1 consisted of four stages: problem formulation, literature study, EA development and determination of implications, and conclusions and suggestions. In this process, the following were defined: (1) the architectural principles, problems, and solutions in HRIS development, (2) the business architecture, (3) the application architecture, and (4) the technology architecture.

III. Results
============

1. Architecture Principles, Problems, and Solutions in Developing the HRIS
--------------------------------------------------------------------------

An application\'s principle of architecture consists of a list of principles to be referred to in the development of referrals. These principles are derived from the needs of the referral process run by healthcare facilities and health regulators. [Table 1](#T1){ref-type="table"} explains the principle of the HRIS architecture. The principles defined in the HRIS architecture consist of business principles, data, applications, and technologies. The 12 principles that have been defined must be implemented in the development of HRIS applications. In addition to the architectural principles, the HRIS application is accessed by seven main actors, namely the Directorate of Health Referral of the MoH, the Center of Data and Information (Pusdatin) of the MoH, the Social Security Agency for Health (BPJS-K), provincial and district Health Offices, primary healthcare providers, hospitals, and the community.

2. Business Architecture
------------------------

Based on the National Reference Guideline of the Ministry of Health of the Republic of Indonesia, the processes of referral systems were categorized in three flowcharts, namely patient referral, specimen referral, and medical personnel referral. These process flows were gathered from interview results regarding the business processes implemented in healthcare facilities. The patient referral process is depicted in [Figure 1](#F1){ref-type="fig"}. This workflow starts when a patient registers to receive health services, and medical personnel determine the diagnosis of the patient. If the patient needs to be referred, a referral form must be completed with the name of the referred healthcare facility and other information needed. A referral can be made as an emergency referral or an outpatient referral. Then the patient will be served in the designated healthcare facility, by either emergency or outpatient measures. If a referral is returned, then the referred healthcare facilities must fill in a referral form. After that, the referral facility receives the referral data.

The specimen referral process is carried out to facilitate the inspection of specimens that cannot be carried out at the referral facility. This process is started by selecting the type of examination and choosing the referred healthcare facilities. After the required information and supporting documents have been filled out, the specimen will be sent to the referred facility. The examination will be conducted, and the results will be sent to the originating healthcare facility. This process ends with the referring facility receiving the results of the examination.

The medical personnel referral process aims to facilitate a healthcare facility that requires additional medical personnel temporarily. An epidemic or an outbreak is one reason for this special case. This process begins by completion of a form regarding the number of medical personnel needed, the time, and field of expertise. Then, the regulator will accept the request and forward it to the appropriate healthcare facilities. The referred facilities then confirm their approval or rejection of the request. If the request for referral of medical personnel is approved, the referring healthcare facility will receive the information and wait for the medical personnel to be referred.

For the three major processes of the referral system, a use case diagram is modelled as seen in [Figure 2](#F2){ref-type="fig"}. The use case diagram provides an overview of the actors who are users of the system, the role of each actor, and the activities that can be carried out by each actor in the system. This system has 12 use cases that will cover all the activities conducted in the referral system.

3. Application Architecture
---------------------------

The HRIS includes the following modules, namely, reference data management, health referral (policlinic/outpatient, emergency, specimen, and health personnel), and reference data management modules as well as a dashboard and reporting module. Next, HRIS applications can be accessed by regulators, healthcare facilities, and the community. Regulators and healthcare facilities can use the health referral module to manage outpatient, emergency, specimen, and health personnel referral data, while the public can only see referral statistics regarding healthcare facilities and national referral statistics. In summary, the HRIS consists of three modules, 20 sub-modules, and 56 features. [Figure 3](#F3){ref-type="fig"} presents the HRIS architecture.

4. Data Architecture
--------------------

The health referral system in Indonesia is supported by a data architecture derived from business and information system architectures. The data architecture describes the list of data entities and the relationships between them. The proposed health referral system consists of 60 data structures or entities to support the main business process. Data structures are grouped based on reference tables, master tables, and transaction tables. Groups of data that are static in nature and rarely change and are referenced by the master table and transactions will be grouped in the reference table. The master table stores data that are changed less frequently than other data, and the master data is referred to by the transaction data. Transaction data is data that often changes.

5. Technology Architecture
--------------------------

To implement the architecture principles of the HRIS, the technology architecture for the HRIS is a high-level architecture to describe technology needs and interactions between systems. The HRIS is a centralized integrated application, so all users of the HRIS access the application on a centralized server. The HRIS was developed using open-source technology, namely, PHP and MySQL.

Then, to maintain the performance of the application, a load balancer is needed to distribute the workload between HRIS\'s servers. There are three main server types for HRIS implementation, namely, the application server, database server, and application program interface (API) server. The API server functions as a bridge for data communication between the HRIS and other systems, such as BPJS-K, the Hospital Information System (SIMRS), SIMPUS, and an application of the Ministry of Home Affairs that is used to manage the personal identification data (e-KTP). The API server also accesses the database server from the HRIS. Separation of servers based on this functionality is intended to improve the scalability of the HRIS. Each server can be added according to the need for increased capacity. The HRIS is accessed via the internet by applying a secure sockets layer (SSL) and firewall for data security between systems. Two types of firewalls are used, namely, an application firewall and a network firewall. Both are implemented to ensure the security of the systems because the HRIS handles confidential information about patients. Authentication is also applied with role-based access control to limit the data access according to the user privilege. Within the network layer, an intrusion prevention system (IPS), an intrusion detection system (IDS), and network monitoring systems (NMSs) are required to lower the risk of security breach coming from network. The confidentiality of patient data is the main consideration in the design of this security architecture. [Figure 4](#F4){ref-type="fig"} presents the technology architecture of HRIS.

IV. Discussion
==============

This study has contributed to the development of the EA for a health referral system in an unprecedented way. This architecture is the latest discovery in Indonesia because, to date, regulators and healthcare facilities have never carried out comprehensive planning in developing their information systems. This may be attributed to the limited competence of human resources that have expertise in information technology and the inadequate amount of dedicated human resources for information systems.

In contrast with the existing health referral systems developed by the MoH and BPJS-K where their applications could only perform vertical and/or horizontal patient referral, the development of an EA based on the TOGAF can facilitate regulators and healthcare facilities in conducting comprehensive and integrated planning for all relevant stakeholders and can describe who are the stakeholders involved in the referral system. The other difference between this architecture and other health referral architectures is that this architecture provides an API that could be integrated with other related health applications.

The EA developed in this research covers the principles of architecture, business architecture, applications architecture, data architecture, and technology architecture. Twelve principles relating to business principles, data, applications, and technologies have been identified in the development of the EA of this referral system. The business architecture includes the flows of the vertical, horizontal, or back referral processes. The application architecture of the HRIS includes three modules, namely, dashboard & reporting, referrals, and reference data management. A referral system is a centralized application that enables all interested parties to access the system anytime, anywhere. Besides having complete application features to perform a national health referral process, this application would also be easier to use in term of interoperability with other related applications by regulators and healthcare facilities because the application was created with open-source technology.

This EA can be used by regulators to standardize the processes and data of all healthcare facilities in the referral process. With this EA, health regulators can also carry out planned, comprehensive, and integrated IS/IT development with all interested parties. In addition, healthcare facilities can develop referral applications and other related health applications with reference to the EA guidelines from regulators.

In conclusion, this study demonstrated that the development of EA with TOGAF 9.1 can be used in the implementation of a health referral system for the IHC in Indonesia. An EA can help regulators and healthcare facilities in providing guidance on the development of IS/IT that can align the entire health referral process with IT initiatives to provide valuable benefits in providing optimal health services for regulators and healthcare facilities. This EA for the health referral system covers business principles, data architecture, application architecture, and technology architecture. The health referral processes included in this EA include vertical, horizontal, and back referral processes. The results of this study can be used as the basis for reference in the development of referral applications. In addition, the results of this study can be used as a reference by healthcare facilities in implementing health applications, especially health referral applications, in the future. Finally, future works will develop mobile personal health records that could be integrated with the HRIS so that patients can have their medical records integrated and would be able to conveniently access them.
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HRIS: health referral information system, API: application program interface.
